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Rubrik Identity Recovery
Keep Identity Services Resilient Against Cyber Attacks

Microsoft Active Directory (AD) is a highly distributed set of services that underpins identity for large organizations 
worldwide, providing comprehensive authentication for workloads, as well as in many cases DNS, DHCP, public key 
infrastructure, and more. Unfortunately, it’s ubiquity makes it a prime target for bad actors. In recent years, the industry 
has seen attackers pivot from using primarily software vulnerabilities to leveraging compromised user identities to gain 
access to business applications and data. If an attacker did compromise Active Directory, recovery can be a long-
winded, complex process, especially in larger environments where you may need to recover multiple domains in one 
fell swoop.

The criticality of these services makes them a prime target for bad actors. AD accounted for 80% of all cyber attack 
exposures in 20231. There was a 71% spike YoY between 2022 and 2023 in cyberattacks that exploited identity services2.

As a distributed application, AD has plenty of redundancy to provide high availability. This very distributed nature can 
make unpacking cyber attacks tricky, however, as changes made to a single object are replicated globally throughout 
the directory. Still, whether you are recovering these systems due to misconfiguration, corruption, or a cyber attack 
(e.g. ransomware), native recovery methods can be time-consuming and complex. Additionally, point solutions lack 
native immutability and often assume a production environment still exists, and in the event of compromise it may 
be desirable that a clean environment is stood up, and the directory be recovered to a trusted point-in-time there. 
Organizations need to ensure these mission-critical systems are protected and quickly recoverable because, without 
them, business may grind to a halt.

Rubrik Identity Recovery ensures the data users and applications need to authenticate and enforce access controls is 
always readily available and quickly recoverable. Built with Zero Trust Data security, Rubrik Security Cloud automatically 
discovers and protects Active Directory, and supports recovery at enterprise scale,  with the ability to recover either the 
complete forest, domain, domain controllers, individual objects, or even individual attributes of objects.

1	 XM Cyber The State of Exposure Management in 2024
2	 IBM 2024 X-Force Threat Intelligence Index

NEVER LEAVE IDENTITY SERVICES 
UNPROTECTED AGAIN

Automatically discover domain 
controllers and their associated roles 
and services. Keep them protected 

with inherited SLAs.

KEEP IDENTITY SERVICES 
UP AND RUNNING

Withstand cyberattacks, malicious 
insiders, and operational disruptions 
with air-gapped, immutable, access-

controlled backups.

STREAMLINE RECOVERY OF 
CRITICAL IDENTITY SERVICES

Surgically and rapidly recover entire 
forests, trees, domain controllers or 
individual objects, such as users or 
groups and their relationships.

HOW IDENTITY RECOVERY WORKS

Automated Discovery and Protection
Rubrik Security Cloud automatically discovers and inventories domains and domain controllers within an AD Forest that 
have been added to Rubrik. Rubrik associates Flexible Single Master Operation (FSMO) roles and any critical services 
they may be running, such as DHCP and DNS, to quickly identify which domain controllers are providing which services, 
to prioritize and recovery efforts. With Rubrik Security Cloud, you have global management of Microsoft Active Directory 
from a single platform.

https://info.xmcyber.com/2024-state-of-exposure-management
https://www.ibm.com/reports/threat-intelligence
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Rubrik (NYSE: RBRK) is on a mission to secure the world’s data. With Zero Trust Data Security™, we help organizations 
achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud, 
powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations 
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and 
threats, and restore businesses with their data when infrastructure is attacked.

For more information please visit www.rubrik.com and follow @rubrikInc on X (formerly Twitter) and Rubrik on LinkedIn.

Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this 
document are registered trademarks or trademarks of the relevant company.

Globally distributed organizations mean globally 
distributed identity services, so it is important to protect 
those services in a globally distributed fashion. Rubrik 
Identity Recovery empowers organizations to protect AD 
Forest and backup domain controllers locally, with the 
ease of use of a global orchestration engine. Global SLA 
domain policies define and enforce backup frequency, 
retention, replication, and archival requirements. All 
participating domain controllers automatically inherit 
SLAs assigned at the forest level. SLAs can be assigned 
directly to specific controllers to override the global 
assigment as required.

Zero Trust By Design
Rubrik’s immutability, logical air gap, encryption, access 
controls, retention lock, and secure protocols ensure 
backup availability and integrity are not compromised. 
Rubrik helps organizations achieve business resilience 
against cyberattacks, malicious insiders, and operational 
disruptions.

Flexible Recovery Options
Rubrik supports and fully orchestrates recovery at the 
forest and domain controller level for faster return to 
business as usual. This includes recovery to the same 
host or recovery to net new hosts such as to a clean 
room environment in the event of a cyber attack. When 
restoring an Active Directory domain controller, there 
are several different restore options available. Rubrik 
supports both restores to the same host and alternate 
hosts. These can be either Virtual Machines (VMs) or 
Bare Metal hosts. Additionally, Rubrik supports object-
level search and recovery, providing granular recovery of 
objects like users, computers, groups, etc.

To recover with Rubrik, you search across all of your 
backups to a specific point in time, and select the 
objects you would like to restore, and Rubrik will handle 
the rest. Rubrik will also recover the relationships 
between the objects, ensuring that when objects are 
restored, they contain the same attributes they had 
when they were backed up. This removes the tedious 
tasks of rebuilding an object’s relationships during the 
restore process. Rubrik follows Microsoft best practices 
by leveraging wbadmin to protect Active Directory in an 
application-consistent manner.

Rubrik AD Forest Recovery

AD Forest Recovery
Recovering a single domain in Active Directory can be 
complicated, but in larger environments with forest root, 
tree, and child domains the recovery process can be an 
administrative nightmare, especially when you consider 
the pressures on teams that might cause an Active 
Directory recovery to be necessary. Rubrik Security 
Cloud takes the stress out of this recovery, with a simple 
to use, wizard-driven approach that orchestrates the 
full recovery of the forest back to your preferred point 
in time.

Object Comparison & Attribute Recovery
Each object in Active Directory comprises a number of 
different attributes, both Active Directory native, and 
those created by extensions to the AD schema. Changes 
to each attribute can have wide-ranging implications 
in terms of access to data and applications, so it is 
important to be able to identify changes over time. 
Rubrik Identity Recovery can compare an object from 
a point-in-time snapshot with the current state of the 
object and its attributes, so that you can easily identify 
how it has changed, and provides the ability to recover 
only selected attributes of that object.

https://www.rubrik.com/
https://www.rubrik.com/
https://twitter.com/rubrikInc
https://www.linkedin.com/company/rubrik-inc/

